
 

Privacy Notice for Employees and Volunteers 

Introduction  
James Hopkins Trust ("the Charity") is a charity providing nursing-led respite care for 
life-limited and life-threatened young children in Gloucestershire, our registered charity 
number is 1183110. As an organisation, James Hopkins Trust is committed to protecting 
the privacy and security of your personal data.  

What is the purpose of this document? 
This privacy notice describes how we collect, use, and safeguard personal information 
about you before, during and after your working or volunteering relationship with us, in 
accordance with data protection legislation. It applies to all employees and volunteers. 

James Hopkins Trust is a “data controller” of your personal data. This means that we are 
responsible for deciding how we hold and use personal information about you. We are 
required under data protection legislation to notify you of the information contained in 
this privacy notice. 

This notice applies to current and former employees, and volunteers. This notice does 
not form part of any contract of employment or other contract to provide services 
(though it may be referenced therein).  

We may update this notice at any time. 

Data protection principles 
We will comply with data protection law. This requires that the personal information we 
hold about you must be: 

1. Used lawfully, fairly and in a transparent way. 
2. Collected only for valid purposes that we have clearly explained to you and not 

used in any way that is incompatible with those purposes. 
3. Relevant to the purposes we have told you about and limited only to those 

purposes. 
4. Accurate and kept up to date. 
5. Kept only as long as necessary for the purposes we have told you about. 
6. Kept securely. 

The categories of personal information that we process include: 
Personal data, or personal information, means any information about an individual from 
which that person can be identified. It does not include data where the identity has 
been removed (anonymous data). 

There are “special categories” of more sensitive personal data which require a higher 
level of protection. 

We will collect, store, and use the following categories of personal information about 
you: 



• Personal contact details such as name, title, addresses, telephone numbers, 
and personal email addresses 

• Identity and descriptive information (e.g. Date of Birth, Next of Kin etc.) 
• Financial information (e.g. Bank account details within payroll) 
• Employment and/or Volunteering records(including job titles, work history, 

working hours, training records and professional memberships) 
• Recruitment or volunteer selection information (e.g. Right to work 

documentation, references etc.) 

We may also collect, store and use the following “special categories” of more sensitive 
personal information: 

• Information about your health, including any medical condition, health and 
sickness records 

• Information about any criminal convictions and offences 
• Ethnicity data 

Where is the data obtained from: 
We collect personal information about employees and volunteers through the 
application and recruitment process, either directly from candidates or sometimes 
from an employment agency or background check provider. We may sometimes collect 
additional information from third parties including former employers or other 
background check agencies. 

We process this information in order to: 
• perform the contract of employment for compliance with legal obligations  
• provide you with various benefits and to manage and administrate your 

employment  
• carry out the obligations and exercising the rights in the field of employment law 
• protect your vital interests where you are physically or legally incapable of giving 

consent (for example in exceptional emergency situations, such as a medical 
emergency) 

• meet our legal obligations about record keeping  

Personal information relating to criminal convictions and offences will only be 
processed where authorised by applicable laws, for example:  

• A criminal record check may be carried out on recruitment where authorised by 
applicable laws;  

• An allegation of a criminal offence or conviction arising during your relationship 
with James Hopkins Trust may be processed where required or authorised e.g. in 
a disciplinary process. 

 
 
 



Who has access to my data?  
Your personal information can be accessed by or may be disclosed  on a need-to-know 
basis to: 

• Charity team members; 
• Those responsible for managing or making decisions in connection with your 

relationship with James Hopkins Trust or involved in an HR process concerning 
your employment; 

• System administrators and system maintenance teams e.g.  Finance, 
Technology, HR, Systems, Reporting teams; 

• Other employees (where there is a legitimate reason for sharing this data in 
accordance with our policies and procedures) 

The Lawful basis for processing the personal data 
We will only use your personal information when the law allows us to. Most commonly, 
we will use your personal information in the following circumstances: 

• Where we need to perform the contract, we have entered into with you 
• Where we are required by law or similar regulation to keep, process or share 

specific records, this provides the legal basis for that processing 
• Where it is necessary for our legitimate interests (or those of a third party) and 

your interests and fundamental rights do not override those interests 

Sharing with other people 
We may have to share your data with third parties, including third-party service 
providers. We require third parties to respect the security of your data and to treat it in 
accordance with the law. 

We will share your personal information with third parties where required by law, where 
it is necessary to administer the working relationship with you or where we have another 
legitimate interest in doing so. 

The following processing activities are carried out by third-party service providers on our 
behalf in relation to your personal data: 

• Pension administration 
• IT 
• Occupational Health services 
• DBS checking services 
• Payroll services 

We may share your personal information with other third parties, for example in the 
context of the possible sale or restructuring of the business. We may also need to share 
your personal information with a regulator or to otherwise comply with the law. 



Volunteering roles may require us to share your information with third parties who are 
involved in organising or delivering an event or service. 

International transfers 
All data is processed within the United Kingdom or the EEA. As part of disaster recovery 
plans for some IT services it is possible that the data may be transferred to a different 
geographic region temporarily as part of the recovery procedures.  

Storage, Retention and erasure 
Data is primarily stored in accordance with our Document Management and Retention 
and Information Security, Retention and Disposal Policy and are managed within secure 
handling and disposal procedures. There will also be ad-hoc information that appears in 
electronic communications mediums such as secure email. 

We will only retain your personal information for as long as necessary to fulfil the 
purposes we collected it for, including for the purposes of satisfying any legal, 
accounting, or reporting requirements.  

Your data protection rights 
Under data protection law, you have rights including: 

• Request access to your personal information (commonly known as a “data 
subject access request”). This enables you to receive a copy of the personal 
information we hold about you and to check that we are lawfully processing it 

• Your right to rectification – You have the right to ask us to rectify personal 
information you think is inaccurate. You also have the right to ask us to complete 
information you think is incomplete 

• Your right to erasure – You have the right to ask us to erase your personal 
information in certain circumstances 

• Your right to restriction of processing – You have the right to ask us to restrict the 
processing of your personal information in certain circumstances 

• Your right to object to processing – You have the right to object to the processing 
of your personal information in certain circumstances 

• Your right to data portability – You have the right to ask that we transfer the 
personal information you gave us to another organisation, or to you, in certain 
circumstances 

If you would like to exercise any of these rights, please contact the Data Controller using 
the details in Making Contact Below. 

In most circumstances you are not required to pay any charge for exercising your rights. 
If you make a request, we should respond without delay and within one month of receipt 
of the request. If the request is complex or you make multiple requested, we may extend 
this time limit by a further two months.  



Your responsibility to inform us of changes 
It is important that the personal information we hold about you is accurate and current. 
Please keep us informed if your personal information changes during your working 
relationship with us. 

Changes to this privacy notice 
We reserve the right to update this privacy notice at any time, and we will provide you 
with a new privacy notice when we make any substantial updates. We may also notify 
you in other ways from time to time about the processing of your personal information. 

Making Contact 
If you would like to exercise any of your rights laid out in this notice, please contact the 
Data Controller by email to Data@jameshopkinstrust.org.uk, or by telephone using 
01452 612216  

Making a complaint 
If you have any concerns about our use of your personal information, you can make a 
complaint to us, please contact our Data Controller using the details provided above. 

You can also complain to the ICO if you are unhappy with how we have used your data. 
The ICO’s address: Information Commissioner’s Office, Wycliffe House, Water Lane, 
Wilmslow, Cheshire, SK9 5AF. 

Telephone: 0303 123 11113  
Website: https://ico.org.uk/make-a-complaint/ 
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